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Abstract: Graphical user interface (GUI) agents are widely used in general-purpose digital automation. Large language models,
vision-language models, and multimodal foundation models can now interpret screenshots, follow natural-language instructions,
and execute grounded actions in websites, mobile applications, and desktop operating systems. However, despite their different
execution conditions, these settings are commonly grouped under one label. This survey reviews representative frameworks,
models, datasets, and benchmarks of GUI agents through a common technical stack: observation, grounding, planning, memory,
execution, and verification. We advocate the treatment of web, mobile, and desktop/operating-system agents as distinct
operational regimes with different observabilities, action semantics, hidden-state dependences, execution costs, and side-effect
risks. We also describe a shift from next-action prediction to dependable execution with increased focus on outcome verification,
execution efficiency, and trustworthiness. The survey concludes with future directions in belief-state tracking, adaptive sensing,

hybrid GUI-tool execution, and human oversight for reliable computer use.
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1 Introduction

Graphical user interface (GUI) agents are key compo-
nents of general-purpose digital automation. New-generation
large language models (LLMs), multimodal models, and vision-
language models allow agents to interpret screenshots, follow
natural-language instructions, and act in software environ-
ments that previously required scripts or engineered automa-
tion (Vaswani et al., 2017; Brown et al., 2020; Bommasani
et al., 2021). Recent surveys have covered the foundation
models, agent architectures, benchmarks, applications, and
trustworthiness (Wang S et al., 2024; Hu et al., 2025; Nguyen
D et al., 2025; Sager et al., 2026). Research and products
have moved from static question answering and conversational
interfaces to systems that can operate across websites, mo-
bile applications, and desktop software (Park JS et al., 2023;
Schick et al., 2023; Shinn et al., 2023; Yao et al., 2023). As
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most digital services and productivity tools are still accessed
through GUIs, GUI agents are direct test cases of automation
in everyday software.

Nevertheless, progress has been uneven. Web-oriented re-
sources have introduced realistic browser tasks, dynamic web-
sites, and visually grounded web interaction settings (Deng
et al., 2023; Drouin et al., 2024; Koh et al., 2024; Pan YC et al.,
2024; Zhou SY et al., 2024; de Chezelles et al., 2025). Mobile
research has contributed large-scale demonstrations, Android
emulators, and app-centric task environments (Rawles et al.,
2023, 2025; Wang LY et al., 2024; Chai et al., 2025). Evalua-
tions of desktop and operating-system (OS) benchmarks have
expanded to multiapplication workflows, file system states,
and general computer-use tasks (Styles et al., 2024; Xie TB
et al., 2024b; Bonatti et al., 2025). Recent work at the model
level has improved screen understanding, user-interface (UT)
grounding, and action predictions for graphical interfaces such
as CogAgent (Hong et al., 2024), SeeClick (Cheng KZ et al.,
2024), ScreenAl (Baechler et al., 2024), ShowUT (Lin KQ et al.,
2025), Ferret-UI 2 (Li ZH et al., 2025), ScreenSpot-Pro (Li KX
et al., 2025), Aria-UI (Yang YH et al., 2025), R-VLM (Park J
et al., 2025), and X-WebAgentBench (Wang P et al., 2025).
Despite this progress, these environments are usually treated
as variations of a single interaction problem with next-step
prediction as the primary challenge. Such framing is no longer
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sufficient.

Besides their different visual presentations, browser pages,
mobile apps, and multiwindow desktop workflows expose differ-
ent portions of the underlying system state, encode interaction
semantics into distinct action primitives, and impose different
costs on error recovery. The visible page in web-based tasks
often underspecifies the session state, server-side validation,
Mobile
settings provide locally meaningful gestures that are entangled

access controls, quotas, and asynchronous updates.

with device state, notifications, permissions, and personaliza-
tion. Correctness in desktop and OS contexts may depend
on the hidden file state, window focus, user identity, exter-
nal tools, and costly or irreversible side effects. These differ-
ences indicate that GUI agents operate in distinct operational
regimes, not as instances of a single uniform interface-control
problem.

In this survey, we organize the literature into a com-
mon technical stack spanning observation, grounding, plan-
ning, memory, execution, and verification. The stack pro-
vides a basis for comparing systems, datasets, benchmarks,
and evaluation practices across platforms while preserving the
differences in observability, action semantics, hidden-state de-
pendence, execution cost, and side-effect risk among the plat-
forms. Under this framing, an agent must not merely predict
the next click, tap, or keystroke, but must sustain the task
state, decide the target for observation, verify the success or
failure of outcomes, and recognize when uncertainty, cost, or
irreversibility demands recovery, tool use, or human oversight.

Recent surveys have covered the benchmarks, foundation
model architectures, training methods, applications, trustwor-
thiness, and computer-use taxonomies of GUI agents (Wang S
et al., 2024; Hu et al., 2025; Nguyen D et al., 2025; Shi YC et al.,
2025; Zhang CY et al., 2025a; Sager et al., 2026). Table 1 com-
pares the present review with representative recent surveys in

terms of platform scope, main analytical lens, verification /risk,
deployment emphasis, and positioning.

Our literature review is not structured into main cat-
egories such as benchmarks, model components,
paradigms, and application domains. Using a common techni-
cal stack with platform difference as an analytical variable, we

training

instead examine where uncertainty, failure, and recovery are
concentrated across environments. We connect this platform-
aware framing to trustworthiness evaluation, deployment con-
straints, and industrial trajectories. Benchmark scores, ar-
chitectural modules, and training recipes are only partially
informative without reference to the hidden state and evidence
of actual task completion.

We cover recent GUI agent systems, datasets, bench-
marks, models, and evaluation protocols through this platform-
aware lens. We argue that the correctness of web, mobile,
and desktop/OS agents faces different challenges shaped by
observability, action semantics, hidden-state dependence, and
execution risk. We also identify priorities—postcondition veri-
fication, trustworthy evaluation, execution efficiency, adaptive
sensing, and hybrid GUI-tool interactions—beyond local ac-
tion prediction. The review is structured as shown in Fig. 1.

Our coverage focuses on the large-model era of GUI
agents from 2023 onward, with selective inclusion of earlier
precursors that have remained conceptually influential. Struc-
tured searches are performed in Google Scholar, arXiv, ACM
Digital Library, IEEE Xplore, ACL Anthology, OpenReview,
and proceedings or websites of major machine learning, com-
puter vision, human—computer interactions, and software en-
gineering venues. The search was last updated on May 10,
2026. Search terms include combinations of “GUI agent,”
“Ul agent,” “computer use agent,” “web agent,” “browser
agent,” “mobile agent,” “Android agent,” “OS agent,” “desk-

tOp agen 777 <, ” L

” “action

screen grounding,” “visual grounding,

Table 1 Comparison with recent surveys on GUI agents and computer-use agents

Survey Scope Main analytical lens Verification/Risk Deployment Positioning
ts, dataset
Nguyen D Broad GUI Compone.n S, catasets, Evaluation and L. Separating web, mobile, and
et al. (2025) agents evaluation, and reliabilit, Limited desktop/OS regimes
' & benchmark reliability v P &
Emphasizing
F ion- latform- ifi
Wang S et al. oundation Model capability, Reliability and . plat orm.s.peCI C_
model GUI .. . Research-oriented observability, action
(2024) training, and data evaluation . .
agents semantics, and execution
risk
Archi Addi latform-
Zhang CY LLM-based GUI rehitecture, Failures and dding platform-aware

reasoning,

ot al. (20252) and planning

agents

evaluation

System-oriented failure and verification

analysis

Connecting risk to hidden

Hu et al. Trustworthy GUI Safety, robustness Trustworth,
4 ¥ . ’ Main focus Y state, side effects, and
(2025) agents and evaluation deployment
recovery cost
el Providing finer
Sager et al. Computer-use Capabilities and Dependable Broad computer R
. web /mobile/desktop
(2026) agents challenges behavior use . -
operational comparison
OS and Comparing desktop/OS with
Shi YC et al. . MLLM-based OS Reliability and Computing b & . p/
device-use . web and mobile under one
(2025) agents safety devices
agents stack

Web, mobile, and
desktop/OS

Common stack plus

This review . .
operational regimes

Hidden state,
postcondition,
and side effects

Benchmarks plus
deployment

Using platform differences as
an explanatory variable

LLM: large language model; MLLM: multimodal large language model
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Core claim: GUI agents share a technical stack, but not a single correctness problem.
Key insight: The visible interface is only a partial projection of the state that determines successful execution.

.

Fig. 1 Organization of the review. We first define the scope and organizing premise: GUI is an incomplete projection of
the underlying system state. We then review benchmarks, models, and data across platforms through a common stack of
observation, grounding, planning, memory, execution, and verification. Next, we compare web, mobile, and desktop/OS
agents, followed by evaluation practices, industrial trajectories, results, and further research directions

My

” “postcondition verification,” “interactive bench-

prediction,
mark,” and “trustworthy agent.” We cover benchmark papers,
datasets, model and system papers, survey articles, and public
technical or product reports that materially demonstrate how
GUlI-agent capabilities are defined, evaluated, and deployed.
Works are included under four criteria: (1) focus on agents
that observe or control graphical interfaces; (2) contribution
of a benchmark, dataset, model, framework, evaluation pro-
tocol, deployment report, or conceptual analysis relevant to
GUI-agent execution; (3) sufficient methodological details to
identify the observation modality, action space, or evaluation
setting; (4) assistance in clarifying differences across web, mo-
bile, desktop/OS, or cross-platform settings. We exclude pa-
pers focused only on conventional robotic manipulation, purely
text-only tools use with no GUI component, and low-level Ul
automation scripts with no language-conditioned or model-
based GUI interaction. The review is intentionally selective
rather than exhaustive, prioritizing resources that change what
can be measured, reveal new failure modes, or clarify differ-
ences across web, mobile, and desktop/OS settings. Inclusion
is guided by analytical relevance, not by completeness. Pub-
lic technical reports, system cards, and product materials are
included if they clarify capability definitions, deployment con-
straints, or evaluation practices that are not well captured in
the current archival paper.

2 Definitions, scope, and organization
perspective

2.1 What is a GUI agent?

We define a GUI agent as an autonomous or semiau-
tonomous system that observes a human-facing interface and
selects actions on that interface to accomplish a task objective.
The interface may be a webpage, a mobile application, a desk-
top window, or a richer OS environment comprising multiple
applications. Actions can be low-level, such as mouse clicks,
taps, drags, keystrokes, or scrolls, or higher-level actions ex-

posed through structured application programming interfaces
(APIs), document object model (DOM) elements, accessibility
trees, or tool calls (Hu et al., 2025; Nguyen D et al., 2025; Sager
et al., 2026). The definition is broad by design, as the litera-
ture spans purely visual control, structure-assisted interaction,
mixed GUI-tool execution, and agents that operate across
more than one substrate. Table 2 previews representative
benchmark and resource families across the three operational
regimes, together with their main measurement capabilities
and remaining limitations.

The scope can be precisely described by the following min-
imal formalization. Let p € {web, mobile, desktop/OS} denote
the platform regime. A GUI environment can be represented
as

Ep = (Sp, Op, Ap, Tp, 12, Cp), (1)

where Sy, Op, and A, are the latent system-state space, obser-
vation space, and action space, respectively, Tp(St+1 | St,a¢) is
the state-transition kernel with s; denoting the state at time
t and a: denoting the action at time ¢, £2,(s¢) is the observa-
tion function, and Cp(s¢, a¢) is the execution cost or risk of an
action. Given an instruction x, a GUI agent maintains a be-
lief or memory state by = Bg(z,0<¢, a<¢) with By(-) denoting
the belief or memory updating function, and chooses actions
according to

o0 = {2p(s1), (2)

at ~ 7r9(a \ ZC,OSt,a<t,bt),

where 7y () is a policy function, o; is the observation result at
time step t, subscript < ¢ denotes all actions performed before
time step ¢, excluding the current time step ¢, and o<; denotes
all observations performed before and at time step t.

A task is completed when the postcondition G (st) =1
holds in the underlying state; a plausible last local action is
insufficient. Verification is a separate mapping Vp(e<r,z) —
{success, failure, uncertain}, where the evidence e may include
screenshots, DOM or accessibility structures, logs, tool out-
puts, file metadata, or human confirmation, and 7" is the fi-
nal time step. This formulation clarifies why operationally
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Table 2 Representative benchmark and resource families across GUI agent research

Platform Representative resource What becomes measurable Persistent gap
Mind2Web (Deng et al., 2023);
WebArena (Zhou SY et al., 2024); Browser workflows; visual Hidden transactions; backend
Web VisualWebArena (Koh et al., 2024); browsing; executable tasks; checks; adversarial pages;
BrowserGym (de Chezelles et al., 2025); evaluator auditing recovery
WebArena Verified (El Hattami et al., 2025)
Android in the Wild (Rawles et al., 2023);
AndroidWorld (Rawles et al., 2025); Gesture control; dynamic Personalization; privacy;
. MobileAgentBench (Wang LY et al., 2024); ’ . . . L
Mobile . emulators; exploration reuse; interruptions; multiapp
AppAgent (Li YD et al., 2024); . .
Mobile-Agent (Wang JY et al., 2024); code-mediated actions robustness
AutoDroid-V2 (Wen et al., 2025)
OSWorld (Xie TB et al., 2024b); Windows
%ii%?i:}??s(i’?::i? :{C a;.07224(;?5); Open computer use; workplace Tool arbitration; rollback;
Desktop/0OS '7 ! outcomes; high-resolution side effects; real-workflow

OmniACT (Kapoor et al., 2024);
UFO (Zhang CY et al., 2025b);
ScreenSpot-Pro (Li KX et al., 2025)

grounding; cross-app control evaluation

The table is selective and emphasizes resources that change what the field can measure

different platforms (web, mobile, and desktop/OS agents) dif-
fer in their observation, action, transition, and cost functions.
Two distinctions are important. First is the distinction
between datasets, which provide fixed observations, demon-
strations, or state—action pairs for static evaluations or super-
vised training, and environments, which are interactive and
dynamic, meaning that actions change the state, observations
are sequential, and the problem is a partially observable control
process (Xie TB et al., 2024b; Zhou SY et al., 2024; Nguyen
D et al., 2025). Second is the distinction between closed-world
assumptions, which presume that all information necessary for
solving the given task is contained within the benchmark itself,
and open-world assumptions, which allow the existence of rele-
vant information or state transitions outside the observed slice
of the benchmark. Open-world assumptions often improve the
realism but degrade the reproducibility of an evaluation.

2.2 Operational regimes and hidden states

GUI is an incomplete projection of the underlying system
state that ultimately determines correctness. A visible form
field does not reveal all server-side validation rules. A mobile
screen frequently conceals background notifications, permis-
sions, and app memory, all of which can alter the meaning
of an identical gesture. A desktop workflow may appear lo-
cally coherent while silently editing the wrong file, using the
wrong user account, or acting within the wrong window. Nev-
ertheless, the model must observe a sufficient amount of the
correctness-relevant state and discern any evidence of the in-
tended state transition.

Web, mobile, and desktop/OS settings differ less in sur-
face appearance than in where their main uncertainties con-
centrate. Uncertainty typically resides in the backend or trans-
actional state of web agents, in gesture semantics, personaliza-
tion, and local device context of mobile agents, and around
structural heterogeneity, context switching, and costly side ef-
fects spanning tools and applications in desktop agents. These
three concentrations of uncertainty will be repeatedly men-
tioned throughout this review because they (at least partially)
explain why benchmark performance often transfers less effec-

tively across platforms than raw scores suggest.

Herein, we use hidden state as an umbrella term for
correctness-relevant information (backend state, device con-
text, workflow history, and tool-mediated side effects) that is
not fully recoverable from the currently visible interface. We
divide the hidden state into four recurring categories: transac-
tional states, including server-side validation, authentication,
quotas, inventory, and other backend conditions that determine
whether a visible web action actually commits; contextual de-
vice states, including permissions, notifications, logged-in ac-
counts, cached preferences, and app memories that change the
meaning of the same mobile gesture; workflow history states,
including prior decisions, visited pages, discovered procedures,
and unresolved subgoals that may no longer be visible; side-
effect states, including files, messages, tool calls, and system
settings whose consequences persist outside the current screen.
In any benchmark or deployment scenario, one can then ask
which state variables are exposed, which are merely inferred,
and which are checked after execution. Concrete examples
of platform-specific hidden states, typical failures, and corre-
sponding verification or mitigation strategies are summarized
in Table 3.

2.3 Review scope

This review covers the large-model era of GUI agents,
which begins with the emergence of LLMs, multimodal LLMs
(MLLMs), and large vision-language models. Automation
of classical robotic processes, accessibility-driven automation,
and deterministic testing frameworks remain important engi-
neering baselines, especially in enterprise settings, but typically
depend on stable schemas, scripting privileges, or narrow and
predefined workflows. We focus on systems that must infer tar-
gets, plans, and recovery behaviors from partially structured or
visually grounded observations with distribution shifts (Shi TL
et al., 2017; Toyama et al., 2021; Shaw et al., 2023).

The scope is deliberately comparative. Instead of
attempting an exhaustive catalog of every publication, we
highlight the resources and systems that change what can be

measured or reveal previously hidden bottlenecks. Benchmark
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Table 3 Concrete cases illustrating platform-specific hidden states and verification needs

Regime Representative case Hidden state Typical failure Verification/Mitigation
Checkout, booking, Agthentication; qquas; Visually suCL.:essful but Receipt/Order ID; bad.(end
Web . inventory; server-side actually failed or wrong status; evaluator audit (El
or enterprise form . . . .
validation; commit status account transaction Hattami et al., 2025)
Adapti ing; issi
Settings, Permissions; account identity; . apuve sensmg, permission
. . . . . Same gesture triggers checks; AndroidWorld-style
Mobile notification, or notifications; cached . ; .
. different behaviors dynamics (Rawles et al.,
personalized app preferences
2025)
Metadata/Content checks;
Fil th; window fa ; llback; h
Spreadsheet-to- 1 path; WIRCoW focts; Correct local steps but wrong rothack; uman
Desktop/OS version; account; confirmation (Styles et al.,

email workflow
attachment metadata

file, window, or recipient 2024; Cheng PZ et al.,

2025)

design, evaluation fidelity, and evidence quality are treated
When
models, interfaces, and evaluation practices co-evolve, what
becomes measurable tends to shape what becomes optimized.

with the same level of attention as raw architecture.

3 Benchmarks and resources

Spanning multiple platforms, observation contracts, and
definitions of success, GUI agent research extensively relies
on benchmarks. Some resources are static datasets of screen-
shots, demonstrations, or instructions; others are executable
tasks and dynamic state transitions in interactive environ-
Some resources are highly instrumented and repro-
Bench-
marks have shifted from synthetic or narrowly scoped settings

ments.
ducible; others prioritize realism over strict control.

to more realistic, multimodal, and outcome-oriented settings
(Wang S et al., 2024; Hu et al., 2025; Nguyen D et al., 2025).
During 2025-2026, this trend has expanded to diagnostic and
real-world resources such as BrowserArena for live web navi-
gation, SafeArena for evaluating harmful misuse, AMEX for
richer multi-annotation mobile supervision, MobileWorld and
MobileWorldBench for more difficult mobile evaluations and
semantic world modeling, and GUI-360° for desktop ground-
ing, parsing, and action prediction (Anupam et al., 2025; Chai
et al., 2025; Kong et al., 2025; Li SF et al., 2025; Mu et al.,
2025; Tur et al., 2025).

3.1 Static datasets and pre-environment resources

Static resources remain important for fine-grained super-
vision, reproducible comparisons, and inexpensive ablation
For web tasks, datasets such as Mind2Web frame
natural-language goals as mappings to action trajectories on
real websites (Deng et al., 2023). In the wider GUI setting,
screenshot-grounding resources such as CogAgent, SeeClick,
and ScreenSpot-Pro can evaluate whether a model can localize

studies.

elements or connect language to interface targets prior to full
sequential control (Cheng KZ et al., 2024; Hong et al., 2024;
Li KX et al., 2025). These resources enable the separation of
grounding ability and long-horizon decision making, which is
useful, because many systems fail at the former stage before
the latter becomes relevant.

Static resources also support training of large Ul-capable
models. In pixel-to-action formulations such as Pix2Act, GUI
control is framed as direct prediction from screenshots and

instructions (Shaw et al., 2023), whereas newer datasets and
synthetic corpora aim to support pretraining or fine-tuning
for interface-centric perception. However, static datasets are
known to under-represent hidden states, fail to fully capture
temporal dependencies or interruptions, and commonly ap-
proximate task completion by action matching rather than
outcome verification. This proxy can make the transition from
benchmark evaluation to real deployment appear artificially
smooth.

The coverage has been extended by static resources such
as WebSRC and UnderstandingHTML, which treat web pages
as structured reading and parsing objects. Meanwhile, UGIF,
MUG, Falcon-UI, UIX, EDGE, UGround, and Read Any-
where Pointed support the following of Ul-grounded instruc-
tions, screen reading, or understanding of text-rich interfaces
(Chen XT et al., 2021, 2024; Venkatesh et al., 2022; Gur et al.,
2023; Fan et al., 2024; Li T et al., 2024; Shen HW et al.,
2024; Gou et al., 2025; Liu JP et al., 2025). Many later agents
have adopted the screenshot corpora, component semantics,
question—answer (QA) supervision, and cross-app navigation
data supplied by MoTIF, Rico, Screen2Words, Screen2Vec,
ScreenQA, MobileViews, GUI-Odyssey, and GUI-World (Deka
et al., 2017; Li TJJ et al., 2021; Wang B et al., 2021; Burns
et al., 2022; Gao LX et al., 2024; Chen DP et al., 2025; Hsiao
et al., 2025; Lu QF et al., 2025). As confirmed in synthetic
and broad-coverage corpora such as E-ANT, VideoGUI, and
BigDocs, GUI supervision now spans screenshots, navigation
traces, instructional videos, and document-like interface con-
tent (Lin KQ et al., 2024; Wang K et al., 2024; Rodriguez et al.,
2025). Fig. 2 maps the benchmarks and resources onto static
supervision, interactive environments, and outcome-oriented
evaluation categories.

3.2 Interactive environments

Interactive environments expose the full control-loop na-
ture of GUI agents. In such environments, the GUI agent must
perform sequential decision-making under partial observability
and evaluate whether an action invokes the intended change in
the environment. The WebArena benchmarks introduce real-
istic and self-hosted browser tasks with executable evaluations
(Zhou SY et al., 2024). VisualWebArena has extended this
setup to visually grounded tasks that directly require screen-
shot interpretation (Koh et al., 2024). BrowserGym frames
web-agent benchmarking as an ecosystem rather than a single
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Web Mobile Desktop/OS
Mind2Web AMEX ScreenSpot-Pro
Io) WebLINX — META-GUI — Ul-Vision
Static A2 A i
DOM-+screenshots Android in the Wild .
resources WinSpot
WebArena AndroidWorld OSWorld
VisualWebArena MobileAgentBench e AT
BrowserGym MobileWorld macOSWorld Interactive
environments
MobileWorldBench
WebArena Verified .
AndroidLens WorkBench
: X-WebAgentBench e OSWorld-Human
Outcome-oriented BrowserArena
evaluation evaluation

-

.

-

Fig. 2 Benchmark and resource map across the three operational regimes. The organization separates static supervision,
interactive environments, and outcome-oriented evaluation instead of listing benchmarks as a flat list

benchmark, showing that task families, environment APIs, and

evaluation assumptions all shape the meaning of a benchmark

score (de Chezelles et al., 2025).
Mobile and desktop

environment-centric evaluations.

settings enable advanced
AndroidWorld provides
a dynamic Android environment with programmatic task
construction and success checking (Rawles et al., 2025),
whereas OSWorld brings open-ended computer-use tasks into
a directly executable and multimodal benchmark setting
(Xie TB et al., 2024b). Besides adding tasks, these resources
elucidate the types of state transitions, interruptions, and
hidden assumptions that are suppressed in static datasets.
However, they complicate the evaluation because correctness
cannot be inferred from a short local trace in a dynamic
environment.

Recently developed related environments and bench-
mark variants have widened the range of stress conditions.
WebLINX, WebVLN, NNetNav, RealWeb, VideoWebArena,
MM-BrowseComp, WebArena-Lite-v2, and VeriWeb enable
dialogue-conditioned navigation, complex demonstrations,
lightweight realism, long-context web videos, multimodal
browsing breadth, or verifiable information seeking (Chen Q
et al., 2024; Lu et al., 2024; Murty et al., 2024; Zhang BL et al.,
2024; Jang et al., 2025; OpenGVLab, 2025; Li SL et al., 2025;
Liu SY et al., 2025). Mobile device frameworks such as MoTIF,
Mobile-Env, AndroidLab, AndroidGen, and MemGUI-Bench
clarify feasibility, environmental control, data scarcity, and dy-
namic memory variation (Burns et al., 2022; Zhang DY et al.,
2023; Lai et al., 2025; Xu YF et al., 2025a; Liu GY et al., 2026).
Broader-agent benchmarks such as AgentBench, GAIA, Shop-
ping MMLU, MMT-Bench, ScienceBoard, and GAL are not
limited to GUIs but are relevant because GUI control is in-
creasingly evaluated within a larger ecosystem of multimodal
and tool-using assistants (Jin et al., 2024; Liu X et al., 2024a,
Mialon et al., 2024; Ying et al., 2024; Feng and Chen, 2026;
Sun QS et al., 2026).

3.3 What benchmarks actually measure

A benchmark in GUI-agent research does not measure
model capability in isolation; rather, it measures the perfor-
mance of a system operating under a particular observation
contract and evaluation protocol. Given the same natural-
language instructions, the difficulty of an evaluation depends
on whether the agent can access the DOM, the accessibil-
ity tree, programmatic success signals, or screenshots alone.
Likewise, whether the evaluator checks trajectories, visible Ul
states, or backend outcomes determines the types of counted
errors. For instance, WebArena Verified demonstrates that
evaluator design can become a research bottleneck (El Hat-
tami et al., 2025). Quantitative trend figures should therefore
be read together with provenance on benchmark version, ob-
servation modality, tool or API access, evaluation metric, retry
policy, and verifier or human intervention.

For this reason, benchmark diversity in GUI agent
research is an integral component that cannot be simply
abstracted as noise.  Datasets, interactive environments,
and outcome-oriented evaluations address different evaluation
needs. Different benchmarks may reveal or fail to reveal hidden
failure modes. For example, benchmarks that expose DOM or
accessibility structure may overestimate transfer to screenshot-
only deployment, whereas closed-world tasks may understate

the recovery burden of open-world interactions.

4 Technical stack

Recent GUI agent systems can be analyzed through a
common technical stack (Fig. 3) encompassing interface ob-
servation, grounding, planning and memory, action execution,
and outcome verification (Wang S et al., 2024; Nguyen D et al.,
2025; Sager et al., 2026). This decomposition mirrors the con-
trol loop common to all platforms while revealing the pressure

points of each operational regime. As illustrated in Fig. 3,
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A platform-aware technical stack for GUI agents
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Fig. 3 A platform-aware technical stack for GUI agents. The high-level control loop is shared across platforms, but the
main sources of uncertainty and the needed recovery strategies differ by operational regime

the primary points of failure and recovery differ among web,
mobile, and desktop/OS environments.

4.1 Perception and observation contracts

The foundational layer determines what an agent can in-
spect prior to reasoning. Depending on the environment, ob-
servations can be provided through screenshots, hyper text
markup language (HTML)/DOM trees, accessibility trees, op-
tical character recognition outputs, hierarchical views, uniform
resource locators, tool-returned metadata, or other system-
state variables exposed by the benchmark. These observation
channels are not equivalent. A DOM tree provides highly privi-
leged and structured compression of a webpage, an accessibility
tree offers semantic annotations if correctly implemented, and
a raw screenshot preserves visual fidelity but discards all struc-
tural priors. Hybrid systems combining multiple channels can
improve the robustness but complicate the interpretation of
performance claims (de Chezelles et al., 2025; Hu et al., 2025;
Nguyen D et al., 2025).

Observation design is a genuine research variable, not a
minor implementation detail. Web agents matured earlier than
other agents, partly because web benchmarks have historically
exposed richer structured information. In contrast, mobile
and desktop settings tend to rely heavily on screenshots and
partial accessibility signals, directly placing the perception and
grounding burdens on the model. Stronger performance in one
setting may reflect a better observation contract, but does not
necessarily imply stronger reasoning.

Recent research has diversified the observation substrate.
In systems such as OmniParser, MobileVLM, and UI-Hawk,
pure vision or vision-first parsing can recover actionable struc-
tures from screenshots and screen streams when platform meta-
data are weak or unavailable (Lu YD et al., 2024; Wu QZ
et al., 2024; Zhang JW et al., 2025). Moreover, HTML-centric
work has shown that structured web understanding remains
important when the interface substrate is at least partially
machine-readable (Gur et al., 2023).

4.2 Grounding

Grounding maps assign instructions to specific interface
targets, coordinates, and control affordances, connecting obser-

vations to executable action. Early methods such as Pix2Act
approached this problem through direct pixel-to-action predic-
tion (Shaw et al., 2023). More recently, CogAgent, SeeClick,
ShowUI, and FerretUI 2 have established grounding as a sep-
arate capability in general GUI operation (Cheng KZ et al.,
2024; Hong et al., 2024; Li ZH et al., 2025; Lin KQ et al., 2025).
Benchmarks such as ScreenSpot-Pro have revealed the diffi-
culty of grounding professional and high-resolution computer-
use interfaces, even by otherwise capable models (Li KX et al.,
2025).

Grounding difficulty is platform-sensitive. Repeated de-
sign conventions or structural hints can sometimes be exploited
in web environments. Mobile interfaces compress actions into
gestures and local idioms, tightly coupling grounding with ac-
tion semantics. In desktop environments, the challenges are
amplified through interface density, visual clutter, and cross-
window ambiguity. A single aggregate grounding score is rarely
informative because it ignores the specific interface density,
scale variation, and target ambiguity in each setting.

Grounding methods beyond generic heuristics have been
recently established. As demonstrated in Set-of-Mark prompt-
ing, enhanced visual marking can improve the grounding of
large multimodal models (Yang JW et al., 2023). Techniques
such as iterative narrowing, GUI-SPOTLIGHT, Jedi, and Vi-
sual Test-time Scaling target more precise localization under
clutter conditions, scale-variable conditions, or difficult test-
time distributions (Nguyen A, 2024; Luo et al., 2025; Xie TB
et al., 2025; Lei et al., 2025). UGround, AGUVIS, and Ponder
& Press are universal pure-vision variants that treat grounding
as a separate research problem, not merely as a preprocessing
step in agent prompting (Gou et al., 2025; Wang YQ et al.,
2025; Xu YH et al., 2025b).

4.3 Planning, memory, execution, and verification

GUI tasks are inherently sequential. Even in tasks
involving simple individual actions, the overall success of-
ten requires subgoal formation, interruption recovery, search-
ing, revisiting previous states, and state-tracking over long
horizons. Planning allocates reasoning effort across these

trajectories, while memory stores the relevant state across
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observations, actions, discovered workflows, and user-specific
contexts. AppAgent and its successor use explicit mechanisms
for exploration, knowledge reuse, and retrieval over previ-
ously encountered interfaces (Li YD et al., 2024; Zhang C

et al., 2025). Agent S also leverages reused experience and
hierarchical planning for long-horizon computer use (Agashe
et al., 2025).

Execution converts plans into concrete interventions. De-
fined by the environment, the action space may include point-
and-click events, gestures, keystrokes, structured browser com-
mands, or tool- and script-mediated operations. Representa-
tive systems are WebVoyager for screenshot-driven web inter-
actions (He et al., 2024), Mobile-Agent for multimodal smart-
phone control (Wang JY et al., 2024), and UFO- and OSWorld-
based systems for cross-window desktop execution (Xie TB
et al., 2024b; Zhang CY et al., 2025b).
cution modality is itself a main decision: as demonstrated in
OmniACT, AutoDroid-V2, and OSWorld-MCP, GUI actions,
code generation, or external tool calls may be more appropri-

The choice of exe-

ate than a default click-based approach (Kapoor et al., 2024,
Wen et al., 2025; Jia et al., 2026).

The final layer is verification. A plausible sequence of
local actions does not guarantee a correct global outcome. For
instance, a clicked button may not change the backend state,
a drag may trigger an unintended gesture, and a file opera-
tion may complete the wrong target. To resolve these prob-
lems, WebArena Verified, WorkBench, and OS-Kairos shift the
evaluation toward postcondition-checking, outcome-quality as-
sessment, intervention decision support, and recovery planning
(Styles et al., 2024; Cheng PZ et al., 2025; E]l Hattami et al.,
2025). At the system level, verification can be implemented
through precondition checks before irreversible actions, run-
time monitoring during execution, and postcondition audits
after execution. The focus has moved from generating plau-
sible local actions to verifying the occurrence of the intended
state transitions.

Control aspects of the technical stack are covered
by a wide range of systems, from single-turn automa-
tion (TinyClick) and explicit task decomposition (dynamic
planning for GUI automation) to mobile-specific plan-
ning (MobileFlow and MobA), voice-command execution
(GPTVoiceTasker), and earlier automation baselines (Auto-
Task and Droidbot-GPT) (Pan LH et al., 2023; Wen et al.,
2023; Nong et al., 2024; Song et al., 2024; Vu et al., 2024;
Zhang SQ et al., 2024; Zhu et al., 2024; Pawlowski et al., 2025).
Recent work has added spatiotemporal memory (GUI-KV),
exploration strategies (GUI-Explorer and UI-Evol), progress-
aware rewards (ProgRM), world-model or code-assisted plan-
ning (FPWC and ScaleTrack), and explicit recovery mech-
anisms (BacktrackAgent and GTA1l) (Huang J et al., 2025;
Wu QZ et al., 2025; Xie B et al., 2025; Yin et al., 2025;
Zhang DY et al., 2025; Zhang ZY et al., 2025; Huang KH
et al,, 2025; Yang Y et al., 2026). Success detection and
self-refinement through dedicated verifiers, multimodal auto-
validation, and diagnostics to narrow the reasoning—execution
gap have received increasing attention, confirming that fluent
verbal reasoning does not automatically translate into correct
GUI behavior (Du et al., 2023; Azam et al., 2024; Dong et al.,
2025).

5 Web agents

Early research on GUI agents was often performed in
web environments, which offer easier data collection, more re-
producible environment construction, and a clearer path from
structure-heavy parsing to screenshot-driven multimodal in-
teraction than mobile and desktop settings. Browser-based
tasks have assisted work on instruction following, multimodal
grounding, long-horizon planning, and outcome-based evalua-
tion (Deng et al., 2023; Drouin et al., 2024; Koh et al., 2024;

Zhou SY et al., 2024; de Chezelles et al., 2025).
5.1 Benchmarks and systems

Web-agent benchmarks have moved from static datasets
Mind2Web
is one of the first large-scale resources for evaluating gener-

to interactive and outcome-oriented evaluations.

alist web agents on real websites, and it frames the problem
as a mapping task of natural-language intents to executable
action trajectories (Deng et al., 2023). Later, WebArena intro-
duces a controlled and self-hosted browser environment with
executable tasks, advancing the evaluation from offline action
matching to online performance assessment (Zhou SY et al.,
2024). VisualWebArena designs tasks in which success de-
pends directly on screenshot interpretation, removing the need
for privileged DOM access and increasing the emphasis on
visual perception (Koh et al., 2024).

Later benchmarks have further widened this scope.
extend the coverage to
enterprise-style workflows and benchmark ecosystems beyond
single fixed-task sets (Drouin et al., 2024; de Chezelles et al.,
2025). WebCanvas explores the challenges of online evaluation

WorkArena and BrowserGym

on live and changing websites (Pan YC et al., 2024). More
recent efforts, such as X-WebAgentBench, BrowserArena, and
SafeArena, have extended evaluations to multilingual and truly
open web settings, explicitly incorporating safety and misuse
prevention as evaluation criteria (Anupam et al., 2025; Tur
et al., 2025; Wang P et al., 2025).

Web agent systems range from structure-assisted to pure-
vision approaches. WebVoyager shows that large multimodal
models can browse and complete tasks using visual observa-
tions and textual prompts as the main inputs (He et al., 2024).
This work draws on broader agent frameworks such as Re-
Act, Reflexion, and Toolformer, which provide reasoning, tool
use, and self-correction patterns that directly apply to web
tasks (Schick et al., 2023; Shinn et al., 2023; Yao et al., 2023).
WebGPT also shows that the web is a useful domain for eval-
uating language agents in interactive and partially observable
environments (Nakano et al., 2021).

As highlighted in
studies on workflow-guided exploration and natural-language

Other work covers additional gaps.

interfaces of web APIs, web interaction is not reducible to static
page parsing (Su et al., 2017; Liu EZ et al., 2018). More recent
systems such as SeeAct, AutoWebGLM, AgentOccam, and
ScribeAgent have contributed methods for grounded prompt-
ing, bootstrap-and-reinforce training, strong minimalist base-
lines, and specialization to production workflows (Lai et al.,
2024; Shen JH et al.,, 2024; Zheng et al., 2024; Yang K
et al., 2025). Diagnostic analyses using the WebSuite and
WorkArena++ benchmarks, along with studies on model



limitations, have shifted the focus from headline scores to
the underlying reasons for failure, particularly during com-
positional, enterprise-style, or sequentially dependent tasks
(Boisvert et al., 2024; Furuta et al., 2024; Li E and Waldo,
2024).

5.2 Hidden-state problem on the web

The core technical problem in web-agent research is the
gap between the visible-page state and the system state that
determines correctness. Although a webpage may appear
submission-ready, the backend validations may remain unsat-
isfied. A button click may produce the correct visual feed-
back while the intended transaction silently fails. Factors such
as authentication, permissions, quotas, server-side logic, in-
ventory status, and asynchronous updates can govern success
without being fully legible in the current observation. The
web regime is often more benchmark-friendly than desktop or
mobile environments, but clearly exposes the gap between visi-
ble interaction and true task completion. The same problem is
exposed in checkout, ticket-booking, and enterprise-form work-
flows. Click of a submit button may be followed by progress
or confirmation-like feedback on the page, but the actual suc-
cess depends on payment authorization, inventory availability,
account state, server-side validation, and creation of a durable
These tasks should therefore be
verified through backend visible evidence such as a receipt,

order or request identifier.

confirmation identifier (ID), saved record, or an independently
checkable task state, not through the click event or transient
visual feedback alone.

This gap has been directly addressed through platforms
such as WebArena Verified, which has demonstrated that reli-
able assessment requires checking completion conditions post
hoc; relying on superficial action traces or incomplete en-
vironment signals is insufficient (El Hattami et al., 2025).
WorkArena similarly emphasizes outcome-centric evaluations
in realistic work settings (Drouin et al., 2024). Although the
existing benchmarks are not flawed in isolation, they are in-
creasingly designed for transaction management evaluations—
checking for the intended state changes—rather than for simple
navigation proficiency evaluations.

5.3 Robustness and open-world web interaction

The web imposes concrete trustworthiness and robustness
challenges. Because the agents operate over pages that may
contain irrelevant, dynamic, misleading, or even adversarial
content, the browser surface becomes part of the attack sur-
face. Weblnject has demonstrated that prompt injection can
be embedded directly in web content to subvert agent behav-
iors (Wang XL et al., 2025). These problems are amplified in
open-world and live-web settings, in which the page content,
site layouts, and available information can change between
runs.

Beyond accurate next-step prediction, Web agents must
perform transaction-aware execution. The agent must deter-
mine whether the intended backend state change has occurred,
check whether the evidence is sufficient to proceed, and decide
when to trigger additional verification or recovery procedures.
Concrete defenses include checking the postcondition after up-
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dates, confirming the existence of durable artifacts (receipt and
order ID), and escalating to human review before irreversible or
security-sensitive actions can be executed. Security-focused re-
search using PopupAttack, AdvAgent, EIA, WIPI, along with
analyses of refusal-trained LLMs subverted as browser agents,
illustrates the diverse ways in which page content, browser con-
text, and hybrid web—OS settings can undermine the agent’s
intent (Kumar et al., 2024; Wu FZ et al., 2024; Liao et al., 2025;
Xu CJ et al., 2025; Zhang YZ et al., 2025). These findings show
that web-agent robustness is a property of the interaction be-
tween the model’s policy and a mutable and often untrusted
environment, not merely a static prompt-safety problem.

Recent web-agent research has improved instruction-
following in partially structured browser environments and vi-
sually grounded navigation, removing basic browsing fluency
as the main bottleneck. More difficult problems—dependable
transaction completion under hidden backend states, dynamic
content, and adversarial surfaces—remain unsolved. Progress
in this regime will likely depend on postcondition verifica-
tion, uncertainty-aware recovery, and explicit defenses against
environment-level attacks, rather than on improvement of local
action prediction.

6 Mobile agents

Within mobile environments, GUI agent research has
shifted from the browser to app-centric and device-level con-
trol, introducing a different set of challenges. The interface
structure in mobile settings is less stable and more heavily
depends on gesture-based interaction than the web; moreover,
mobile interfaces are deeply shaped by user personalization,
privacy constraints, and on-device resource limitations. Mo-
bile agents are a key testbed for sequential decision-making
under strong partial observability, where the visible screen is
only a local snapshot of a complex, stateful, personalized de-
vice context (Rawles et al., 2023, 2025; Li YD et al., 2024;
Wang JY et al., 2024; Wang LY et al., 2024; Wen et al., 2025;
Zhang C et al., 2025).

6.1 Benchmarks and systems

Mobile agent benchmarks have progressed from static
Android
in the Wild is an influential large-scale resource that pairs

datasets to dynamic and executable environments.

screenshots with executable actions and instructions across
diverse devices and software states (Rawles et al., 2023). Mo-
bileAgentBench curates tasks across open-source applications
graded into difficulty levels, enabling advanced systematic com-
parison (Wang LY et al., 2024). AndroidWorld provides a func-
tional Android emulator with programmatic task construction
and automated success checking, marking an important step
toward reproducible evaluation (Rawles et al., 2025). More re-
cent resources such as AMEX, MobileWorld, and MobileWorld-
Bench add multi-level annotations, enabling interactive eval-
uations that simulate real user behavior, along with semantic
world models for planning-driven agents (Chai et al., 2025;
Kong et al., 2025; Li SF et al., 2025).

Mobile-agent system design has developed along sev-

eral directions. AppAgent uses a simplified action space,
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autonomous exploration, and reusable interface knowledge
bases (Zhang C et al., 2025). Its successor, AppAgent v2, pro-
vides a more flexible action space and structured knowledge
retrieval (Li YD et al., 2024). Mobile-Agent has demonstrated
the feasibility of vision-centric operation that minimizes re-
liance on platform-specific metadata such as accessibility trees
(Wang JY et al., 2024). AutoDroid-V2 has shown that some
mobile tasks are better handled by generating and executing
procedural scripts than by executing incremental GUI inter-
actions (Wen et al., 2025). As highlighted in DigiRL, rein-
forcement learning (RL) can assist the adaptation of control
policies to the open-world variability of real devices (Bai H
et al., 2024). AgentCPM-GUI is a recent example of com-
pact, bilingual agents that combine grounding-aware pretrain-
ing with high-quality supervision and reinforcement fine-tuning
(Zhang Z et al., 2025).

Additional aspects of data and control have also been
investigated. = Early works such as META-GUI foreshad-
owed conversational mobile agents (Sun LT et al., 2022).
Subsequent studies have explored multi-agent collaboration
(MobileExperts), learning from demonstrations (LearnAct),
benchmark curation (AndroidControl-Curated), and interac-
tion with complex Ul elements (AndroidLens) (Zhang JY et al.,
2024; Cao et al., 2025; Leung et al., 2025; Liu GY et al., 2025).
Berkovitch et al. (2025) inferred goals from UI trajectories,
suggesting that immediate screen targets are insufficient and
that effective automation must reason the latent user intent.

6.2 Gesture semantics, personalization, and edge
constraints

Mobile agent research is shaped by properties that distin-
guish mobile agents from web and desktop interactions. Action
semantics are compressed into gestures whose meanings largely
depend on context; for instance, a swipe can navigate, reveal
a menu, dismiss a notification, or cause an unintended state
transition. The correct interpretation is governed by local app
conventions. Mobile devices are also inherently personalized,
with notifications, logged-in accounts, privacy permissions, in-
teraction histories, and cached data determining what appears
on the screen and what constitutes a successful user-level out-
come. Execution operates under stringent edge constraints,
including privacy requirements, latency, battery life, and com-
putational limitations. These factors are often abstracted away
in browser-based benchmarking.

As demonstrated in mobile settings and notification-
management tasks, the same instruction, such as disabling
alerts for an application or changing a default account setting,
may generate different screens depending on the permission
prompts, operating system version, logged-in identity, notifi-
cation state, and app-specific layout. A visually plausible tap
sequence may change the wrong setting, dismiss a transient
overlay, or fail silently if the required permission has not been
granted. These cases show that the mobile hidden state is
not limited to unseen pixels, but also includes device context,
account state, privacy permissions, and personalized interface
history.

These distinct properties create practical challenges in

system design and evaluation. A benchmark may correctly

specify a task objective without capturing the ambiguity in-
troduced by real-world interruptions, personalized content, or
device-specific Ul variations. Conversely, an agent may per-
form well in a controlled lab setting but proves fragile when
deployed in the unique and stateful device context of a user.
Simple action—sequence matching is a poor proxy of mobile
evaluation. Instead, the agent must efficiently, reliably, and
safely achieve the intended user-level outcome under realis-
tic state variability. Useful mitigations are re-checking the
screen after each gesture, verifying the permission and account
states before sensitive actions, supplementing screenshots with
view-hierarchy signals when available, and requiring explicit

confirmation of privacy-sensitive or irreversible steps.

7 Desktop and operating-system agents

Desktop and operating-system environments are among
the most heterogeneous settings of GUI agents. In such envi-
ronments, the agent must coordinate tasks across multiple, dis-
parate applications, manage windows and file systems, switch
between user accounts, and interface with external tools and
scripts (Kapoor et al., 2024; Styles et al., 2024; Xie TB et al.,
2024b; Agashe et al., 2025; Bonatti et al., 2025; Zhang CY
et al., 2025b; Jia et al., 2026). Unlike web tasks, which are of-
ten confined to a single browser session, or mobile tasks, which
typically follow app-centric patterns, desktop workflows rou-
tinely span different software ecosystems and generate costly
or irreversible side effects. Desktop and OS agents are use-
ful testbeds for dependable computer use because they require
reliable multistep task management across applications, not
mere navigation within a single interface.

7.1 Benchmarks and systems

Much of the recent work has been performed on exe-
cutable desktop benchmarks. OSWorld provides an executable
environment for evaluating multimodal agents on diverse and
open-ended computer-use tasks (Xie TB et al., 2024b). Work-
Bench enables realistic workplace workflows and outcome-
centric evaluations in knowledge-work settings (Styles et al.,
2024). Windows Agent Arena is a dedicated benchmark for
multimodal agents operating within the Windows OS (Bon-
atti et al., 2025).
desktop/OS control as a true benchmark category, not simply

Collectively, these resources have secured

an extension of web or mobile interactions.

Various design approaches for systems operating in these
environments have been proposed. UI-Focused Agent (UFO)
is tailored for Windows interactions, emphasizing structured
UI understanding (Zhang CY et al., 2025b).
ables experience reuse and hierarchical planning for general
computer-use tasks (Agashe et al., 2025). OmniACT treats
certain tasks as suitable for direct program generation and ex-

Agent S en-

ecution, rather than step-by-step GUI manipulation (Kapoor
et al., 2024). OSWorld-MCP evaluates integrations of exter-
nal tools, demonstrating the increasing operation of effective
desktop agents over a mixed-action space encompassing GUI
actions and tool-mediated steps (Jia et al., 2026).

As demonstrated in grounding benchmarks such as
WinSpot,

ScreenSpot-Pro, and Phi-Ground, models are



persistently challenged by visual density and complex profes-
sional desktop interfaces (Hui et al., 2025; Li KX et al., 2025;
Zhang MS et al., 2025). WorldGUI highlights the need for
robustness to dynamic initial states and careful planning of
desktop automation (Zhao et al., 2025).

Research is also expanding beyond pure GUI control. UI-
Vision extends benchmarking toward desktop-centric percep-
tion and interaction tasks (Nayak et al., 2025). Proposals such
as Turn Every Application into an Agent and Commands to
Prompts allow the reframing of desktop automations around
application APIs and semantic file systems, pointing toward
hybrid GUI-tool control (Lu JT et al., 2024; Shi ZR et al.,
2025). Systems such as AssistEditor and Magentic-UI show
that practical workflows often require multi-agent coordina-
tion or human-in-the-loop oversight rather than full autonomy
(Gao DF et al., 2024a; Mozannar et al., 2025).

7.2 Structural heterogeneity and costly side effects

The main challenge in desktop/OS agency is not task
length but the distribution of correctness across multiple
loosely coupled systems. A successful workflow may require
locating a specific file, editing that file in one application, pro-
cessing it through another application, and sharing it via a
third application while maintaining the correct file version,
user account context, and application window focus. Even
when each individual step is locally correct, a mismatch in any
of the distributed state components can cause failure of the
overall task.

This problem is exposed in spreadsheet-to-email work-
flows. An agent may open a spreadsheet, edit a table, export a
file, and compose an email. Nevertheless, the task will fail if the
agent edits an outdated copy, saves it to the wrong directory,
attaches the wrong version, or sends the message to the wrong
recipient. The relevant hidden state includes the file paths,
active window focus, version history, user account identity, at-
tachment metadata, and recipient state. Verification therefore
requires not merely the apparent success of local GUI actions,
but outcome-level evidence such as file content, file metadata,
attachment identity, target recipient, and application state.

Evaluation of such workflows is difficult because success
cannot be judged by the accuracy of an isolated action. Mul-
tiple failures are detectable only at the final outcome level.
WorkBench directly addresses this problem by focusing on
outcome-centric evaluations (Styles et al., 2024). OSWorld-
Human compares both the success rates and efficiencies of
agents and humans, revealing that excessive or redundant in-
teraction steps degrade the performance of agents (Abhyankar
et al., 2025). Desktop-agent evaluation must account for both
functional correctness and execution economics.

Desktop agents also face costly side effects. Irreversible or
high-stake actions such as file deletions/overwrites, email- or
message-sending, form submission, changing of system permis-
sions, and invoking external tools are common in desktop and
OS environments. Besides accurate grounding and planning,
dependable desktop agents need mechanisms for confidence es-
timation, rollback-aware decision making, and intelligent tool
arbitration. Practical safeguards are pre-execution checks for
active file paths and window focus, checkpointing or version-
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ing before destructive edits, sandboxed or dry-run execution of
tool calls when possible, and explicit confirmations before email
sending, file deletion, permission changes, or other irreversible
operations. Human oversight is not merely a fallback for edge
cases, but a component of a practical deployment strategy, as
evidenced in outcome-checking and agent self-reflection studies
(XLANG Lab, 2025).

8 Models, data, and training

Although this review is organized around platform-
specific challenges rather than architecture alone, the model
design is also important. GUI agent models differ in their
interface representations, coordination of reasoning and mem-
ory, and use of training signals. These design choices interact
with the operational regime: web agents benefit from struc-
tured observations, mobile agents are challenged by compact
vision-first control, whereas desktop/OS agents frequently de-
mand hybrid execution, tool routing, and longer-horizon state
tracking (Wang S et al., 2024; Hu et al., 2025; Nguyen D
et al., 2025). While earlier work focused on visual-only and
structure-assisted systems, recent work has investigated agents
with native reasoning and reflection capabilities (Liu YH et al.,
2026), compact models for on-device deployment (Yang Z et al.,
2026), and foundation-model families that jointly optimize the
grounding, navigation, and tool use across multiple platforms
(Liu ZY et al., 2025; Ye et al., 2025; Zhou HZ et al., 2025;
Xu HY et al., 2026).

8.1 Cross-platform and generalist agents

A growing line of work has targeted cross-platform or
generalist GUI agents with capabilities beyond those of single-
environment systems. Browsers, mobile agents, and desktop
interactions have been treated as a common problem family
(Hu et al., 2025; Nguyen D et al., 2025; Xie JL et al., 2025;
Sager et al., 2026). This line includes cross-platform grounding
models such as Ferret-Ul, Ferret-UI Lite, ShowUI, Aria-UI, R-
VLM, and Phi-Ground (Li ZH et al., 2025; Lin KQ et al., 2025;
Park J et al., 2025; Yang YH et al., 2025; Zhang MS et al., 2025;
Yang Z et al., 2026), cross-environment benchmarks such as
CRAB and GUI-360° (Mu et al., 2025; Xu TQ et al., 2025), and
foundation-style agents such as OS-Atlas, Mobile-Agent-v3,
Mobile-Agent-v3.5, and ScaleCUA (Liu ZY et al., 2025; Wu ZY
et al., 2025; Ye et al., 2025; Xu HY et al., 2026). These systems
do not eliminate cross-platform differences, but learn reusable
capabilities (visual grounding, action abstraction, memory, and
tool invocation), thus exposing the shared technical stack.

You Only Look at Screens, AutoGLM, and GUI-Course
are related generalist efforts that target chain-of-action reason-
ing, foundation-style GUI agents, and curriculum-style transfer
from general vision-language models to versatile GUI behav-
ior, respectively (Liu X et al., 2024b; Zhang ZS and Zhang,
2024; Chen WT et al., 2025). OpenAgents and early studies
on tool manipulation have placed GUI control within the wider
context of open-ended and tool-using language agents (Xu QT
et al., 2023; Xie TB et al., 2024a).

Very recently (2025-2026), it was shown that generality
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requires not only larger backbones, but also improved training
pipelines. Systems such as Explorer, AgentTrek, Synatra, Ul-
Venus, Chain-of-Agents, and PolySkill use replay buffers, tra-
jectory synthesis, reinforcement fine-tuning, multi-agent distil-
lation, or compositional skill abstraction for supervision scaling
or skill reuse of GUI agents (Ou et al., 2024; Gu et al., 2025;
Li WZ et al., 2025; Pahuja et al., 2025; Xu YH et al., 2025a; Yu
et al., 2025). Agent backbones and data engines are becoming
more reusable, although transfer across operational regimes
remains imperfect.

8.2 Structure-assisted, visual, and hybrid
representations

Agent families differ in their representations of the in-
terface. One broad line of work focuses on structured in-
terface representations such as DOM trees and accessibility
hierarchies. In web settings, these methods exploit semanti-
cally rich fields before the model begins reasoning. A second
family, in which screenshots are the primary input, includes
CogAgent, SeeClick, ShowUI, and related screenshot-centric
agents (Cheng KZ et al., 2024; Hong et al., 2024; Lin KQ
et al., 2025). These methods are pushing multimodal models
toward end-to-end visual grounding. A third (hybrid) family
integrates multiple modalities, for example, screenshots and
structured signals, to improve the robustness when one chan-
nel is missing or unreliable.

The choice of family influences both the system behavior
and the interpretation of benchmark scores. Structure-assisted
systems can be sample-efficient and interpretable in web tasks,
but may fail when the structure is absent or poorly imple-
mented. Pure visual systems may be broadly generalizable
but are sensitive to tiny targets, dense layouts, and visual am-
biguity. In practice, both families offer distinct advantages
but impose their own limitations: structure-assisted methods
can overstate robustness when the markup is unusually clean
or privileged, whereas pure-vision methods are more portable
but remain brittle on dense professional interfaces and visually
similar affordances. Although hybrid systems offer a practi-
cal compromise, they introduce additional synchronization and
engineering complexity.

8.3 Planning frameworks and memory
mechanisms

Different GUI agents organize their sequential reasoning
in different ways. Some systems primarily rely on prompt-
ing and general-purpose LLM inferences, often inspired by
ReAct-style interleaving of action and thought (Yao et al.,
2023). Other systems incorporate explicit reflection or verbal-
feedback loops, similar to Reflexion (Shinn et al., 2023). Ex-
ternal memory, retrieval, and reusable procedure libraries are
essential in longer and more complex tasks where the rele-
vant state may no longer be visible on screen, as clarified
in AppAgent-style knowledge stores and Agent-S-style experi-
ence reuse (Li YD et al., 2024; Agashe et al., 2025; Zhang C
et al., 2025). Effective GUI interaction is required to maintain
a working belief of the task progress, not merely to solve a
sequence of isolated local decisions.

8.4 Supervision and training signals

Training signals for GUI agents are heterogeneous, deriv-
ing from imitation learning of human demonstrations, super-
vised grounding data, synthetic action traces, preference-based
optimization, RL, and mixed curricula that combine static data
with interactive environments. Early research using WebShop
and WebGPT showed the utility of interactive feedback in
web-grounded agents (Nakano et al., 2021; Yao et al., 2022).
More recently, the DigiRL approach has shown the importance
of RL-style objectives for improving in-the-wild device control
performance (Bai H et al., 2024). OS-Atlas and UI-TARS
have shown how large-scale GUI-grounding corpora and ac-
tion traces operate as foundation-style pretraining signals in
generalist GUI control (Qin et al., 2025; Wu ZY et al., 2025).
Mobile-Agent-v3 adds scalable environmental interaction RL
to the design space (Ye et al., 2025). Meanwhile, multimodal
pretraining over screenshots and Ul corpora remains indispens-
able because many downstream failures originate in perception
and grounding, not in high-level planning.

Complementary work has focused on scaling and curating
the supervision itself. Projects such as GUICourse, LearnAct,
AndroidControl-Curated, and User-Goal Mining from UI Tra-
jectories aim to provide improved curricula, cleaner demon-
strations, or easily interpretable task labels for downstream
agents (Berkovitch et al., 2025; Chen WT et al., 2025; Leung
et al., 2025; Liu GY et al., 2025).
environment-based RL by improving what the agent is taught
before its full interactive deployment.

This work complements

Beyond algorithm choice, training must question which
hidden-state assumptions will be learned by the model through
the training signals. A system trained predominantly on static
demonstration traces may become proficient at local pattern
imitation while remaining weak at postcondition verification
or error recovery. Rich environmental feedback during train-
ing may improve the robustness of a system, provided that
the environment measures the appropriate notion of correct-
ness. Evaluation fidelity and training-signal design are there-
fore closely linked.

9 Evaluation, robustness, and trustworthiness

Fig. 4 organizes the design space into three dimensions:
interface representation, control strategy, and training sig-
nal. The dominant gaps lie between the front-end actions
and backend state in web evaluations, between gesture com-
pletion and user-goal attainment in mobile evaluations, and
between locally correct steps and globally correct outcomes in
desktop/OS evaluations.

Benchmarks cannot be scored in terms of action-
prediction accuracy alone. Reported results are jointly shaped
by what the agent is permitted to observe, the tools invoked
by the agent, how the environment is instrumented, how suc-
Although

these factors are relevant on all platforms, they are particularly

cess is verified, and the tolerable execution cost.

salient when comparing browser tasks, mobile-device control,
and desktop/OS workflows under different benchmark assump-
tions. Figs. 5, 6, and 7 present benchmark-conditioned snap-
shots of frontier results. To avoid presenting these snapshots
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L rather than treating them as separate subsystems. y

Fig. 4 Design space of GUI-agent models and training processes.

The diagram groups recent systems by interface

representations, control strategies, and training signals, and highlights the integration and co-optimization of these

components

as a single leaderboard, Tables 4-6 record the provenance fields
from which the plots are interpreted. In these tables, the re-
porting dimensions are standardized but the scores are not
normalized across benchmarks because the observation con-
tracts, retry budgets, tool access, and verifier design differ
across sources.

9.1 Benchmark scores as system-level outcomes

Benchmark scores in GUI agent research are best inter-
preted as system-level outcomes, not as pure model-capability
measures. For instance, the points in Figs. 5, 6, and 7 are
reported by different organizations under different observa-
tion contracts, tool-access assumptions, and verification proto-
cols. A reported success rate depends on the model capability,
observation privilege, exposed structure, auxiliary tools, and
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Fig. 5 Publicly reported results on OSWorld-family bench-
marks, illustrating the interpretive challenge of cross-
system comparison. The data points are sourced from of-
ficial releases and represent different evaluation contracts.
This plot is a snapshot of system-level outcomes under var-
ied conditions, not a unified leaderboard of model capa-
bilities. Detailed provenance of the plotted data points,
including approximate readings when exact public values
are not disclosed, is provided in Table 4

evaluation fidelity. To illustrate this combined assessment,
BrowserGym frames web-agent research as an ecosystem of
tasks, interfaces, and evaluation settings, not as a single bench-
mark instance (de Chezelles et al., 2025). Similar considera-
tions apply to non-web frameworks such as AndroidWorld and
OSWorld, where evaluation fidelity also strongly depends on
the initialization, instrumentation, and checking of the envi-
ronment (Xie TB et al., 2024b; Rawles et al., 2025).
Structured browser observations, accessibility trees, and
programmatic success signals can impose different levels of
difficulty on similar surface-task descriptions. Improved re-
sults may reflect stronger reasoning, or may stem from more
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Fig. 6 Publicly reported performance trends on
AndroidWorld-family benchmarks. This benchmark-

conditioned snapshot shows the reported success rates of
selected models over time. The upward trend suggests
rapid progress in mobile GUI agent capabilities, while the
spread of results within each quarter shows system-level dif-
ferences (e.g., model scale, training paradigm, and access
to privileged observations) that complicate direct compar-
Like the data in Fig. 5, these data should be in-
terpreted with reference to the evaluation conditions and
system design choices. Detailed provenance of the plotted
data points, including approximate readings when the ex-
act public values are not disclosed, is provided in Table 5

isons.
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Table 4 Data provenance for OSWorld-family trend points

Point Score (%) Benchmark/Metric Observation/Action Evaluation condition Source
OpenAl . .
Screenshots; Official evaluation; human OpenAl CUA
CUA ter- 38.1 OSWorld/S ’ ’
/ Coml?u r orld/Success mouse—keyboard actions intervention not reported Team (2025)
use-preview
OSWorld- . . Public model report; exact Bai S et al.
-VL-Flash ~42 1 1 ob t
Qwen3-V as Verified /Success Visual GUI observation contract not fully disclosed (2025b)
ULTARS-2 475 OSWorld /Success Scree.nshot—centric GUI Report—speﬁciﬁc evaluation; Wang HM et al.
actions SDK variants separated (2025)
OSWorld- Screenshots; native Report-specific evaluation; Xu HY et al.
I-Owl-1.5 32B .
GULOwl-1.5 3 56.5 Verified /Success actions MCP /tool variants separated (2026)
Multimodal computer-use =~ Model-card report; plotted in ByteDance Seed
1. 1. 1
Seed1.8 61.9 OSWorld /Success observation 2026 Q1 (2026)
.. OSWorld- Visual observation; GUI Report-specific evaluation; no Bai TT et al.
Kimi K2.5 63.3 . . . .
Verified /Success actions human intervention reported (2026)
OSWorld- . System-card evaluation; no Anthropic Safety
1 4. 2. - f;
Claude Sonnet 4.6 725 Verified/Success Computer-use interface human intervention reported Team (2026)

Values are public reports or approximate readings from the plotted trend when exact public values are not disclosed; scores are not normalized

across evaluation contracts

Table 5 Data provenance for AndroidWorld-family trend points

Point Score (%) Benchmark/Metric Observation/Action Evaluation condition Source
Baseline VLM execution
Mobile screenshots: reported in MobileRL of Bai S et al. (2025a);
Qwen-2.5-VL-7TB 27.6 AndroidWorld/Success touch actions ’ Table 1; Qwen2.5-VL Rawles et al. (2025);
documents to report the Xu YF et al. (2025b)
underlying model
Sereenshot-centric Reported agent evaluation;
UI-TARS ~46.6  AndroidWorld/Success L no human intervention Qin et al. (2025)
mobile actions
reported
Mobile visual Public VLM report; exact
Seed1.5-VL 62.1 AndroidWorld /Success VIS GUI-agent contract not Guo D et al. (2025)
observation -
fully disclosed
Google evaluation/
.. browserbase-style Google DeepMind
2. ter- API
Gemini 2.5 69.7 AndroidWorld/Success ComPu eruse reporting; AndroidWorld Computer Use Team
computer use actions
setup documented by (2025)
Google
Sereenshots: native Report-specific evaluation;
MAI-UI-32B 73.3 AndroidWorld /Success ) v no human intervention Zhou HZ et al. (2025)
GUTI actions
reported
MALUL235B- . Screensbots; Report—spemﬁc evaluaftlon;
A22B 76.7 AndroidWorld /Success zoom-in; MCP no human intervention Zhou HZ et al. (2025)
routing reported
Mobile GUI Public MobileRL report;
. . observation; AndroidWorld benchmark Rawles et al. (2025);
MobileRL-9B .2 Android 1d ’ ’
obileRL-9 80 ndroidWorld/Success RL-enhanced follows Rawles et al. Xu YF et al. (2025b)
execution (2025)

AndroidWorld benchmark definition follows Rawles et al. (2025). Values are public reports, leaderboard entries, or approximate readings from

the plotted trend when exact public values are not disclosed; scores are not normalized across evaluation contracts

favorable observation contracts or more reliable evaluator sup-
port. Evaluator audits such as WebArena Verified reveal the
confounding nature of these outcomes (El Hattami et al., 2025).

Strong performance on AgentBench, GAIA, Shopping
MMLU, MMT-Bench, ScienceBoard, or CUARewardBench
may indicate important advances in general reasoning, shop-
ping assistance, scientific workflow control, or reward-model
quality, but does not clarify the contributions from GUI
grounding, tool availability, or evaluator design (Jin et al.,
2024; Liu X et al., 2024a; Mialon et al., 2024; Ying et al., 2024;
Lin HJ et al., 2025; Sun QS et al., 2026). Evaluation frame-

works such as GAL query not merely the success of an agent in
contemporary tasks, but also the types of software interactions
to which an agent can be generalized (Feng and Chen, 2026).

9.2 Efficiency, latency, and recovery burden

An agent that eventually completes a task after exces-
sively many steps, incurs excessive latency, or repeatedly ex-
Highlighting
this problem, OSWorld-Human compares the task comple-

plores avoidable failure states is impractical.

tion, efficiency, and interaction overhead of agents with hu-
man performance (Abhyankar et al., 2025). Similar concerns



are increasingly relevant in mobile settings, where usability is
shaped by latency and resource limitations, and in web set-
tings, where repeated retries can mask the fragility behind
nominal completion. Action economy, time cost, and recov-
ery burden should be included in the evaluation rather than
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Fig. 7 Publicly reported performance trends on WebArena-
family benchmarks. This benchmark-conditioned snapshot
tracks the reported success rates of selected web agents
over time. The upward trend suggests rapid capability im-
provement in the web-agent domain. The results of differ-
ent models are separated, showing that raw scores combine
advances in base models, specialized training, observation
privilege, and evaluation protocol. Like the data in Figs. 5
and 6, these trends should be interpreted with explicit ref-
erence to the underlying benchmark conditions and system
design choices. Detailed provenance of the plotted data
points is provided in Table 6
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treated as secondary engineering details.

9.3 Security, adversarial content, and human
oversight

Trustworthiness is not judged merely by a benchmark
score, but by the safety, robustness, and predictability of an
agent during deployment. Recent survey work has indicated
that GUI agents should be assessed for security, reliability,
transparency, and governance along with task performance
(Shi YC et al., 2025).
trusted interface content. On the web, prompt injection em-

One problem is adversarial or un-

bedded directly on the page content can subvert agent behavior
(Wang XL et al., 2025). Multimodal robustness studies suggest
that environment-provided content can systematically distort
action selection or derail multistep execution (Wu CH et al.,
2025). The agent must separate user intent, system policy, and
environment content, which would otherwise be treated as an
undifferentiated input stream.

A second challenge is the irreversibility of actions in many
real-world tasks, such as sending a message, submitting a form,
overwriting a file, changing permissions, or invoking an exter-
nal tool with side effects. In these settings, uninterrupted
autonomy should be replaced with explicit policies for esca-
lation, rollback, user confirmation, and evidence display that
ensure dependable deployment (Cheng PZ et al., 2025). Trust-
worthiness cannot be appended after the fact, as it shapes the
core design of what the agent does and when it pauses.

Recent benchmark and red-teaming studies have reported
similar risks across substrates. PopupAttack, AdvAgent,
EIA, WIPI, RefusalBrowser, ST-WebAgentBench, Active En-
vironmental Injection, and RedTeamCUA evaluate browser or

Table 6 Data provenance for WebArena-family trend points

Point Score (%) Benchmark/Metric Observation/Action Evaluation condition Source
Benchmark evaluator; Murty et al. (2024);
Browser observations score also listed in the X-WebArena
NNetN, 16. A
etNav 6.3 WebArena,/Success from demonstrations public WebArena Leaderboard
leaderboard sheet Maintainers (2026)
. Reported evaluation; score Xu YH et al. (2025a);
Web observations; also listed in the public X-WebArena
AgentTrek-1.0-32 22.4 A ial-gui A
gentlre 0-328 WebArena/Success E?;?;;iiorgiz;ded WebArena leaderboard Leaderboard
! sheet Maintainers (2026)
RL/Interaction scaling Shen JH et al.
Browser observation; evaluation; score also (2025);
TTI 26.1 WebArena/Success test-time interaction listed in the public X-WebArena
scaling WebArena leaderboard Leaderboard
sheet Maintainers (2026)
Search/Backtracking Dihan et al. (2025);
Browser observation; allowed; score also listed X-WebArena
WebOperator 546 WebArena/Success tree search in the public WebArena Leaderboard
leaderboard sheet Maintainers (2026)
. Official evaluation; score OpenAl CUA Team
Browser pixels; also listed in the public (2025);
OpenAl CUA 58.1 WebArena/Success mouse—keyboard P X-WebArena
. WebArena leaderboard
actions heet Leaderboard
shee Maintainers (2026)
Public leaderboard entry;
b ob: tion; t luati tract
WebTactix 74.3 WebArena/Success Web observation; exach evatuation comtrac Steel.dev (2026)

multi-agent planning

follows leaderboard
metadata

Values are publicly reported success rates and are not normalized across evaluation contracts
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hybrid web—OS attacks; MobileSafetyBench and the Security
Matrix line extend the security concern to device-control set-
tings (Kumar et al., 2024; Wu FZ et al., 2024; Yang YL et al.,
2024; Chen YR et al., 2025; Liao et al., 2025; Xu CJ et al.,
2025; Zhang YZ et al., 2025; Lee et al., 2026; Levy et al., 2026;
Liao et al., 2026).
highlighted the security problem from a wider multimodal per-
spective (Ma et al., 2025).

Environmental distraction studies have

10 Applications, deployment, and industrial
trajectories

GUI agents are appealing because they can automate a
wide range of tasks without requiring a clean API exposure
from every service. In the near term, GUI agents will most
likely be deployed in routine browser workflows, enterprise
knowledge work, lightweight mobile assistance, and desktop
tasks that are sufficiently frequent to justify semi-automation
yet sufficiently structured to support oversight. These appli-
cations are foreshadowed by the existing benchmark suites.

For instance, browser environments capture shopping, in-
formation retrieval, and portal workflows, WorkBench captures
workplace tasks, and AndroidWorld and AppAgent-style sys-
tems capture mobile-use cases such as navigation through con-
sumer apps or settings panels (Yao et al., 2022; Drouin et al.,
2024; Styles et al., 2024; Rawles et al., 2025; Zhang C et al.,
2025).

However, deployment cannot be assessed solely in terms
of raw success rates. Organizations must understand the ob-
servation scope of an agent, the data stored by the agent, when
the agent requests confirmation, evidence of completion by the
agent, and how the agent responds to failure. This knowledge
is especially important in regulated domains such as finance,
healthcare, legal work, and enterprise software, where the GUI
alone may visualize a stateful and governed process. In such
settings, a human-compatible audit trail and explicit postcon-
dition are often as important as task success.

A more realistic near-term deployment scenario is staged
autonomy, in which agents can freely act on low-risk subtasks
but must seek confirmation before irreversible operations, pro-
vide surface evidence when completion remains ambiguous,
and invoke tools when GUI-only interaction is unnecessarily
fragile. Recent systems have increasingly advanced from GUI
mimicry toward dependable execution. Candidate deployment
domains already span browser-based commerce and customer-
service portals, spreadsheet and document editing, software
testing, accessibility support, mobile-settings navigation, and
cross-application workplace routines (Deng et al., 2023; Drouin
et al., 2024; Gao DF et al., 2024b; Xie TB et al., 2024b;
Zhang CY et al., 2025b).
reflect the growing interest in multilingual and internation-

Resources such as macOSWorld

alized settings, suggesting an increasing need for localization
and language variation alongside application heterogeneity in
evaluations (Yang P et al., 2025).

The application, deployment, and industrial strands of
the literature are most informative when read together. Most
relevant are the usage scopes of GUI agents and the deployment
envelope, risk tolerance, and product pathway of each class of
system.

10.1 Deployment archetypes and enterprise
pathways

Current systems can be grouped into different deploy-
ment archetypes. Browser-bounded assistants typically op-
erate within a website or a controlled enterprise portal with
clean structural exposure and rollback conditions. Mobile per-
sonal assistants must handle user-specific context, privacy, and
device-side constraints. Open-computer-use agents traverse
browsers, office tools, file systems, communication tools, and
external utilities. These archetypes can be imperfectly but use-
fully mapped onto the web, mobile, and desktop/OS regimes.

Some technically impressive systems are not easily de-
ployed. A model that excels on screenshot-centric desktop
benchmarks may incur excessive latency, lack rollback disci-
pline, or be unable to decide when a task should be handed to
a script or API. Conversely, a system with moderate bench-
mark performance may reliably operate within a narrow, well-
defined envelope such as expense filing, browser-based record
lookup, or guided customer-service workflows. Deployment
readiness is not equivalent to benchmark leadership; rather, it
depends on whether the operating regime, tool substrate, and
risk profile match the intended use case.

Enterprise pathways also shape the evaluation design.
Controlled browser portals, kiosk-like interfaces, and inter-
nal line-of-business systems often exhibit more stable layouts
and stronger structural affordances than open consumer soft-
ware. These environments may be suitable for semistructured
hybrid agents that combine GUI actions with APIs, scripts,
or rule-based checks. By contrast, consumer-facing and cross-
application personal-assistant scenarios must strongly resist in-
terruptions, Ul drift, and ambiguity. The distinction between
these two scenarios is increasingly reflected in the literature:
benchmark ecosystems now coexist with investigations on tool
invocation, mixed execution, and confidence-aware escalation,
suggesting that practical adoption will not be mediated by a
general-purpose agent, but will proceed through staged deploy-
ment envelopes (Abhyankar et al., 2025; Bonatti et al., 2025;
Cheng PZ et al., 2025; Jia et al., 2026).

This staged deployment picture is reinforced by tool-
oriented and application-facing systems.
Every Application into an Agent, Commands to Prompts, As-
sistEditor, and Magentic-UI, GUI control can be mixed with
APIs, file abstractions, specialized agents, or explicit human
participation, providing more useful automation than end-to-
end autonomy alone (Gao DF et al., 2024a; Lu JT et al., 2024;
Mozannar et al., 2025; Shi ZR et al., 2025).

As shown in Turn

10.2 Industrial systems and product trajectories

Fig. 8 summarizes these industrial trajectories, focusing
on staged autonomy, explicit confirmation before irreversible
actions, and mixed GUI-tool execution. To make the clas-
sification criteria explicit, the figure groups systems by their
role in GUI-agent deployment: browser or computer-use prod-
ucts, evaluation and deployment infrastructure, GUI-specific
or cross-platform open models, and safety or oversight mech-
anisms. General-purpose foundation models are treated as
substrates only when public documentation directly connects

them to computer-use, GUI interaction, tool orchestration, or
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Industrial trajectories in GUI agents
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Fig. 8 Industrial trajectories of GUI agents, distinguishing among browser/computer-use products, evaluation and

deployment infrastructures, GUI-specific or cross-platform open models, and safety or oversight mechanisms. Consistent

with product-facing documentation and system cards, this figure emphasizes the importance of staged autonomy, explicit
confirmation before irreversible actions, and mixed GUI-tool execution over unconstrained end-to-end control. General-
purpose foundation models are included only when directly tied to public computer systems

agentic workflow deployment.

Industrial work complements the literature by showing
which parts of the GUI agent stack are ready for real-user
exposure and which are still gated by safety or reliability con-
cerns. International product work has recently converged on
browser and computer-use agents. Anthropic introduced “com-
puter use” with Claude 3.5 Sonnet in late 2024, describing it
as screen perception plus cursor-and-keyboard actuation under
human oversight. An accompanying research note described
computer use as both a capability milestone and a new safety
problem (Anthropic Computer Use Team, 2024; Anthropic Re-
search Team, 2024). OpenAl followed with Operator in early
2025, exposing a browser agent powered by its computer-using
agent (CUA) model and documenting the release through both
product materials and a dedicated system card (OpenAI CUA
Team, 2025; OpenAl Operator System Card Team, 2025; Ope-
nAI Operator Team, 2025). By mid-2025, however, OpenAl
had shifted the product surface from standalone Operator to-
ward the wider ChatGPT Agent experience, so staged integra-
tion became part of the product strategy (OpenAI ChatGPT
Agent Team, 2025; OpenAl Operator Team, 2025). Google po-
sitioned browser-use agents within the Gemini 2.0 “agentic era”
roadmap, highlighting them as one component of a wider fam-
ily of action-taking systems (Google Gemini 2.0 Team, 2024).
Subsequently, Nova Act was productized for browser-based ap-
plications, explicitly combining UI interaction with code and
tool steps under supervisory controls (Amazon Web Services,
2025). These systems indicate a shared industrial preference
for browser and browser-adjacent automation as early deploy-
ment targets, partly because the execution substrate is con-
strained and human confirmation is more easily inserted at
appropriate process nodes.

Research organizations at large companies have also

launched evaluation infrastructures and deployable open mod-
els. For instance, Windows Agent Arena by Microsoft trans-
lates the OSWorld spirit into a scalable Windows-specific
benchmark, demonstrating that evaluation speed, repro-
ducibility, and environment control are industrial bottlenecks
(Bonatti et al., 2025). Apple’s Ferret-UI line (Ferret-UI 2 and
Ferret-UI Lite) emphasizes cross-platform UI understanding
and compact on-device GUI agents, reflecting a deployment
perspective in which latency, privacy, and device efficiency
must be considered alongside benchmark success (Li ZH et al.,
2025; Yang Z et al., 2026). Google’s ScreenAl highlights the
value of Ul-specialized perception backbones that treat doc-
uments, screens, and visual-text interfaces as a shared multi-
modal parsing problem (Baechler et al., 2024). In summary,
several major laboratories are investing in end-user agents,
measurement, grounding, and compact-model infrastructure
for dependable and scalable deployment.

Public China-based industrial releases have emphasized
different priorities.  Alibaba-affiliated efforts have pushed
progress toward foundation-style GUI agents with large-scale
data generation, online RL, and device—cloud collaboration.
MobileAgent-v3 frames a general-purpose GUI agent frame-
work, and its associated GUI-Owl model line as a scalable
automation infrastructure spanning desktop and mobile bench-
marks (Ye et al., 2025). Mobile-Agent-v3.5 has extended this
infrastructure to multi-platform execution, grounding, tool
calling, and memory-oriented tasks (Xu HY et al., 2026).
MAI-UI combines native agent—user interaction, MCP-style
tool calls, online RL, and device—cloud routing into a single
technical report, mainly focused on the deployment architec-
ture (Zhou HZ et al., 2025). Complementarily, UI-TARS and
UI-TARS-2 of ByteDance are native, screenshot-centric GUI
agents with shared action modeling, strong system-2 reasoning,
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and multi-turn RL (Qin et al., 2025; Wang HM et al., 2025).
Publicly visible China-based efforts have been particularly ac-
tive in GUl-agent-relevant open-model releases, pure-vision
interfaces, scalable data pipelines, and mobile-first or cross-
platform automation.

China-based organizations have developed product-
adjacent materials beyond benchmarks. AutoGLM kickstarted
the trajectory of autonomous foundation agents for GUIs
(Liu X et al., 2024b), whereas GLM-4.5V and GLM-4.1V-
Thinking clarified the positioning of multimodal reasoning
models as substrates for future agentic computer use (Hong
et al., 2025).

Product-facing computer-use systems are also being up-
dated through both system-card revisions and traditional
benchmarks. A representative example is OpenAl’s adden-
dum for the 03 Operator (OpenAl 03 Operator Team, 2025).

Another pattern is the fast upgrade of frontier multimodal
models serving as substrates of GUI agents. OpenAl’s public
trajectory from GPT-5 to GPT-5.4 frames computer use, tool
orchestration, and long-context professional work as model ca-
pabilities (OpenAl Developer Platform Team, 2025; OpenAl
GPT-5 Team, 2025; OpenAl GPT-5.4 Team, 2026). GPT-
5.4 is particularly relevant to GUI-agent evaluations because
it can be explicitly connected to computers and deployment-
oriented multimodal workflows through OpenAI’s public ma-
terials. Subsequent GPT-5.4 mini- and nano-releases have
extended this positioning to lighter deployment tiers (Ope-
nAl GPT-5.4 Mini and Nano Team, 2026). Similarly, Google
has progressed from Gemini 2.5 Pro to Gemini 3.1 Pro and
Gemini 3.1 (Google Gemini 2.5 Team, 2025; Google Gemini
3 Team, 2025). Flash-Lite explicitly spans both deep rea-
soning and scaled deployment (Google Gemini 3.1 Flash-Lite
Team, 2026; Google Gemini 3.1 Pro Team, 2026). The public
model line of Anthropic has advanced from Claude 3.7 Son-
net to Claude 4 and Claude Sonnet 4.6. These models deliver
hybrid reasoning, tool use during extended thinking, and long-
running agent workflows as core model capabilities (Anthropic
Claude 3.7 Team, 2025; Anthropic Claude 4 Team, 2025; An-
thropic Claude Sonnet 4.6 Team, 2026; Anthropic Documenta-
tion Team, 2026). Qwen3 and Qwen3-Coder, two publicly re-
leased China-based model lines, show how open-weight ecosys-
tems have aligned frontier reasoning with agentic coding and
browser/tool use (Qwen3 Team, 2025; Qwen3-Coder Team,
2025), whereas Qwen3Guard and DeepSeek-R1 indicate the in-
tegration of safety instrumentation and reinforcement-trained
reasoning into the same frontier stack (Guo DY et al., 2025;
Qwen3Guard Team, 2025).

Improved base models have raised the ceiling of screenshot
understanding, grounding, long-horizon tool use, and software-
environment reasoning. Accordingly, downstream GUI-agent
gains are increasingly tied to the capabilities of the underlying
foundation model. Product lines such as GPT-5.4, Gemini 3.1
Pro, Claude Sonnet 4.6, and Qwen3-Coder provide tools, cod-
ing, and agent workflows, suggesting that future GUI agents
will not be limited to GUI clicking alone, but will combine mul-
timodal reasoning, browser/desktop control, tool connectors,
and execution sandboxes. Evaluations have also been affected
by the pace of industrial release: as major laboratories are
updating their base models every few months, benchmark pa-

pers that treat the model as fixed may underestimate the rate
at which the deployment frontier is shifting. For this reason,
the current survey of GUI agents examines benchmark pa-
pers, open-source systems, and product and safety documents
released by major model providers.

In these public industrial technical reports, deployment
priorities are more sharply differentiated than those some-
times presented in the literature. International product ef-
forts have focused on browser assistance, staged autonomy,
enterprise workflow automation, and safety gating during real-
user deployment. Company-affiliated research groups in China
and elsewhere have prioritized scalable evaluation, pure vision
grounding, compact on-device agents, and RL-based gener-
alization. Industrial work is converging not on monolithic
systems that can be deployed on any computer, but on de-
ployment pathways with different regimes, risk profiles, and
product-surface technical bottlenecks.

11 Cross-cutting challenges

All three operational regimes face common challenges.
The first challenge is data mismatch. Although static traces,
synthetic trajectories, and highly instrumented environments
are useful, they only weakly approximate the combination of
hidden states, user variations, long horizons, and recovery re-
quirements in real digital work. This problem is especially
prominent when training data and evaluation uses are col-
lected under different observation contracts. A model trained
on structure-rich traces may underperform in screenshot-only
environments, whereas a screenshot-trained model with strong
visual transfer may remain weak at postcondition reasoning or
tool use.

The second bottleneck is benchmark infrastructure. The
field increasingly depends on evaluators, simulators, wrappers,
and tool adapters that are themselves complex software sys-
tems. As demonstrated in BrowserGym, WebArena Verified,
AndroidWorld, and OSWorld, evaluation infrastructure is not
passive background machinery, but directly shapes the mean-
ings of scores (Xie TB et al., 2024b; de Chezelles et al., 2025;
El Hattami et al., 2025; Rawles et al., 2025). If the evaluator
checks only the visible Ul state, models may be overfitted to
superficial completion. If the environment exposes a privileged
structure or success signals, scores cannot be easily compared
with those of screenshot-only systems. Progress requires a
clearer separation of what is measured, what is exposed, and
what is presumed. Operationally, benchmark reports should
disclose observation contracts, evaluator privileges, tool access,
retry budgets, and postcondition checks alongside the headline
scores.

The third problem is interface heterogeneity. The cus-
tom widgets, legacy software, browser-specific components,
variable-quality accessibility layers, and application-specific
shortcuts of GUI agents are not cleanly generalizable, es-
pecially in desktop and enterprise settings but also in mo-
bile applications with local gesture semantics and inconsistent
app conventions. This problem is not necessarily resolvable
by model improvement, but may also require cleaner agent—
computer interfaces, stronger tool abstractions, and interface
layers designed for machine and human use.



11.1 Data and supervision gaps

Current supervision signals remain uneven across plat-
forms. The web hosts comparatively rich task data, struc-
tured observations, and language-grounding benchmarks with
a long history. Mobile settings benefit from large demon-
stration datasets but lack standardized multiapp and privacy-
aware evaluations. Desktop and OS settings offer the most
realistic picture of computer use but are harder to scale than
web and mobile settings because successful labels, recovery
events, and tool decisions are expensive to annotate or simu-
late. This imbalance shapes the easily optimizable capabilities.
Data for action prediction are far more numerous than data
for verification, recovery, escalation, or rollback.

One consequence of this imbalance is a commonly in-
herited mismatch between what agents are trained to imitate
and what they must execute during deployment. For exam-
ple, demonstrations can show how a human clicks through a
workflow, but may not reveal the hidden states that are men-
tally checked by the human before continuing to the next step.
Similarly, trajectory datasets can expose local action patterns
while obscuring the evidence chain that justifies those actions.
Richer supervision for verification, uncertainty estimation, and
recovery is a priority.

11.2 Toward agent-ready interfaces

Some tasks are rendered difficult not by a complex un-
derlying operation but by inefficiency of the GUI substrate.
This problem is well clarified in desktop and enterprise set-
tings, where a task may be equally well expressed as a se-
quence of clicks, a script, an application-specific macro, or a
structured tool call. OSWorld-MCP and other hybrid systems
provide agent-ready interface layers that remain human-usable
but expose a more reliable interaction contract for autonomous
systems (Hu et al., 2025; Jia et al., 2026; Sager et al., 2026).

Toward an agent-ready interface, the GUI perspective
should not be abandoned but GUI control should be treated as
part of a larger interaction stack in which the agent may choose
among multiple substrates. In many cases, the most important
decision is not clicking on the exact coordinate, but whether
clicking is the appropriate substrate. Research on agent-ready
interfaces, tool routing, and structured confirmation policies
may be as important as further improvements in multimodal
perception.

11.3 Human factors and deployment realism

GUI agent research often neglects the human factors in
deployment. Real users are concerned with latency, confidence,
transparency, undoability, and privacy. Users perceive the
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system not as a benchmark score but as a process that may
or may not feel predictable and controllable. For this reason,
human oversight should not be framed as a fallback in low-
accuracy cases, but as part of the user—agent interface contract
in practical settings.

Deployment design should focus not only on enhancing
the accuracy of the agent, but on the staging of autonomy.
In some workflows, the agent may act freely until it reaches a
risky step; in others, it may be better used as a verification
assistant, a workflow suggester, or a tool-routing layer rather
than as a fully autonomous executor. Careful study of these
human factors would help with connecting benchmark-driven
progress to real deployment quality. Interface-quality and cri-
tiquing resources such as UICrit have suggested that agents
may eventually need to explain, compare, or critique interface
choices for users, broadening the human-factor agenda beyond
accuracy and latency alone (Duan et al., 2024).

12 Staged research agenda

Early progress in GUI agents was driven by multimodal
perception and the need for stronger action generation. Those
advances remain important, but the main deployment bot-
have shifted.
desktop/OS settings remain common because the agents (even

tlenecks Failures across web, mobile, and
when generating plausible local actions) cannot reliably main-
tain the state, verify outcomes, manage execution cost, or re-
cover from errors under realistic uncertainty. As an operational
agenda, Table 7 summarizes the main bottlenecks, candidate

methods, and required evidence of progress assessments.
12.1 State-aware execution

Next-action prediction is a useful starting point, but is
insufficient for dependable automation. Most prior work has
evaluated the plausibility of the next click, tap, swipe, or
keystroke under the current observation. In realistic settings,
what matters is not only whether the next action appears plau-
sible, but whether it produces the intended state change. For
this purpose, agents must maintain a working belief of the
latent state, update that belief after execution, and seek addi-
tional evidence when visible interface changes cannot establish
correctness.

Along this direction, WebArena Verified strengthens web-
agent evaluation through explicit post hoc completion checks
(El Hattami et al., 2025). WorkBench emphasizes outcome-
centric evaluation in realistic workplace tasks (Styles et al.,
2024). OS-Kairos studies adaptive interaction and confidence-
aware intervention under uncertainty (Cheng PZ et al., 2025).
In these studies, postcondition verification and uncertainty

Table 7 A staged research agenda for dependable GUI agents

Open problem Main bottleneck

Candidate method

Evidence of progress

Hidden state and false local
success

State-aware execution

Belief tracking; postcondition checks;
runtime monitoring; recovery

Outcome evidence; calibrated
uncertainty; lower false-success rate

. . Costly or incomplete
Adaptive sensing observations

Selective zooming; structure requests;
tool queries; evidence thresholds

Fewer observations; lower latency;
stable success rate

Fragile GUI-onl ti
Hybrid automation ragiie . only execution
and side effects

GUI-tool arbitration; APIs/scripts;
sandboxing; rollback; confirmation

Fewer irreversible errors; clearer audit
trails; safer recovery
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management are treated not as external checks but as part of
the agent loop.

12.2 Adaptive sensing

Agents in many environments should not process every
available signal with the same intensity at every step. High-
resolution screenshots, accessibility trees, browser structure,
tool outputs, and historical context all incur costs. Recent
grounding works on ScreenSpot-Pro (Li KX et al., 2025),
Ferret-UT 2 (Li ZH et al., 2025), and ShowUI (Lin KQ et al.,
2025) have shown that perception quality remains a bottleneck
in dense or professional interfaces. Research should probe the
accuracy to which agents perceive and allocate sensing efforts,
including when to zoom in, when to request structural sig-
nals, when to switch the execution substrate, and when visible
evidence is insufficient to justify a further action.

Adaptive sensing is important because it connects capa-
bility to efficiency. A system that succeeds only by repeatedly
querying large contexts or reflecting upon every step may score
well in a benchmark, but may remain unusable in practice. Im-
proving sensing policies, tightening evidence thresholds, and
ensuring deliberate information acquisition will likely become
as important as increasing the size of base models.

12.3 Hybrid automation

ing point, many practical tasks can be handled in multiple
ways, for instance, as a sequence of GUI actions or as a
more structured combination of interface operations, scripts,
tool calls, and application-specific procedures. Accordingly,
OmniACT explores executable program generation for multi-
modal agents (Kapoor et al., 2024). AutoDroid-V2 reformu-
lates parts of a mobile automation through code generation
(Wen et al., 2025). OSWorld-MCP evaluates external tool in-
vocation within computer-use agents (Jia et al., 2026). Future
GUI agents will need to arbitrate among multiple execution
substrates instead of relying on GUI manipulation alone.

To meet this need, the agent must decide when to use
direct GUI interaction or invoke a tool or script. Other per-
tinent questions are: What interface information (beyond pix-
els) should be exposed in the environment? How should the
agent backtrack, re-plan, or escalate when multiple execution
substrates are available and one substrate fails? These ques-
tions are especially important in desktop and OS settings,
where multiapplication workflows and irreversible side effects
are common and tool choice becomes part of the core planning
problem.

13 Representative systems and literature
synthesis

A map of representative systems and milestones will bet-
Ta-
bles 8 and 9 list the representative GUI-agent milestones in

A large body of GUI-agent research has investigated di- .
. . . . . ter benefit the literature than a summary of concepts.
rect interface manipulation through clicks, gestures, typing,

and scrolling. Although such research is a natural start-

Table 8 Representative GUI-agent milestones (2017—-2024)

Work Regime Historical role
World of Bits (Shi TL et al., 2017) Web Sequential web-control platform
AndroidEnv (Toyama et al., 2021) Mobile Android control as an RL environment
Pix2Act (Shaw et al., 2023) Cross-platform Pixel-to-action GUI formulation
Mind2Web (Deng et al., 2023) Web Real-website data for web agents
AppAgent (Zhang C et al., 2025) Mobile Exploration-driven smartphone agent
CogAgent (Hong et al., 2024) Cross-platform VLM backbone for GUI understanding
WebVoyager (He et al., 2024) Web Screenshot-centric browser agent
SeeClick (Cheng KZ et al., 2024) Cross-platform GUI grounding as a core subproblem
AppAgent v2 (Li YD et al., 2024) Mobile Reusable mobile interaction knowledge
Mobile-Agent (Wang JY et al., 2024) Mobile Vision-first mobile control
OmniACT (Kapoor et al., 2024) Desktop/Web GUI acting plus program execution

Table 9 Representative GUI-agent milestones (2025-2026)

Work Regime Historical role
UFO (Zhang CY et al., 2025b) Desktop/OS Executable Windows agent
Agent S (Agashe et al., 2025) Desktop/OS Long-horizon computer use with experience reuse

ShowUTI (Lin KQ et al., 2025)
Ferret-UI 2 (Li ZH et al., 2025)

Cross-platform GUTI vision-language-action backbone

Cross-platform Cross-platform UI representation

UI-TARS (Qin et al., 2025) Desktop/Mobile Native GUI action modeling
Mobile-Agent-v3 (Ye et al., 2025) Mobile/Desktop Data generation plus environment RL
OS-Kairos (Cheng PZ et al., 2025) Desktop/OS Confidence-aware recovery timing

Claude computer use (Anthropic Computer Use Team, Browser/Desktop Bounded screen and cursor-keyboard control

2024; Anthropic Claude Sonnet 4.6 Team, 2026)

ChatGPT Agent/CUA (OpenAl CUA Team, 2025; OpenAl
ChatGPT Agent Team, 2025)

Google browser-use system (Google Gemini 2.0 Team, 2024;
Google Gemini 3 Team, 2025)

Nova Act (Amazon Web Services, 2025)

Browser-first Browser action, tools, code, and computer use

Browser-first Browser-use trajectory in Gemini roadmap

Enterprise browser  Productivity-workflow automation




chronological order, not by their current popularity. The lists
span formative precursors, the first generalist visual-control
wave, current cross-platform agents, and productized frontier
systems. The label “GUI agent” now covers very different tech-
nical objects—browser environments, mobile-control agents,
desktop assistants, grounding backbones, and staged indus-
trial products—and the action substrate has similarly diversi-
fied. The current literature has moved from improving click
points to changing what is observable, what action channels
are available, and what counts as verifiable completion.

Tables 8 and 9 show the main historical shifts. Early
work on environments and low-level control abstractions was
followed by insights into realistic traces, screenshot under-
standing, and wider multimodal perception. Current work has
moved to cross-platform grounding, generalist computer-use
agents, stronger evaluator design, mixed GUI-tool execution,
and industrial deployment pathways that explicitly constrain
autonomy. The literature corpus is both expanding and mov-
ing from local interface fluency to evidence-backed execution
over heterogeneous digital workflows.

The literature can also be grouped by the type of hid-
den state in each setting. Web papers are most informative
when they clarify the gap between the visible surface and back-
end state using WebArena, WebArena Verified, BrowserGym,
and AgentOccam. Mobile papers are most informative when
they expose gesture ambiguity, personalization, and dynamic
device context using Android in the Wild, AndroidWorld, Mo-
bileWorld, and MobileAgent-v3. Desktop and OS papers are
most informative when they expose cross-window coordination,
tool arbitration, and costly side effects, as in studies based on
OSWorld, Windows Agent Arena, WorkBench, and OSWorld-
Human. This view is more informative than a flat benchmark
list because it explains why transfer across benchmarks is often
weaker than suggested by raw scores.

A layered reading of the literature separates four types of
contributions: survey and taxonomy papers that define termi-
nology and scope, benchmark papers that clarify what is mea-
sured in different environments, grounding papers focused on
cross-platform perception and Ul understanding, and frame-
work papers that integrate memory, planning, tool use, and
verification into longer-horizon systems. This separation clar-
ifies the distinction among benchmark innovation, perception
innovation, and system-design innovation.

14 Conclusions

GUI agents have grown from a niche automation topic into
a test domain for general-purpose digital intelligence. Recent
progress in multimodal models, benchmark construction, and
agent frameworks has expanded what can be measured and
automated across web, mobile, and desktop/OS environments.
These settings are not superficial interface variants of a single
uniform problem.

GUI agents share a similar technical stack spanning per-
ception, grounding, planning, execution, and verification, but
impose correctness problems. The main problems are mis-
matches between the visible pages and backend transactional
state in web environments, gesture-driven interactions under
personalization, privacy, and resource constraints in mobile
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environments, and heterogeneous multiapplication workflows,
high-resolution grounding, and costly side effects in desktop
and OS environments. Benchmark scores should not be read
as pure model numbers; rather, they are system-level outcomes
shaped by observation privilege, tool access, evaluator fidelity,
execution fidelity, and recovery cost.

Future GUI-agent research will not be defined by next-
action prediction alone. Future systems must determine
whether the world behind the interface has changed in the
intended way, whether evidence is sufficient for safe continu-
ation of the execution, and whether GUI interaction can be
combined with tools and human oversight when direct manip-
ulation alone is not dependable. As frontier multimodal and
reasoning models, including GPT-5 and GPT-5.4, Gemini 3.1
Pro, Claude Sonnet 4.6, Qwen3, and DeepSeek-R1, are being
released at rapid rates, GUI agent gains are increasingly tied
to the integration, constraint, and evaluation of base models
inside platform-specific control loops. The goal is not the im-
itation of visible interface behavior but the reliable and safe
completion of real tasks when the relevant system state is only
partially observable.
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